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Charities believe they’re most vulnerable to 

internal fraud (21%), external fraud 

(20%), fundraising fraud (14%) and 

beneficiaries fraud (8%) 1

1. Preventing charity fraud: insights and action published by The Charity Commission 21 October 2019
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Charity Commission Report October 2019
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Charities are targeted due to limited resource, small company, insufficient controls, trusting.

External Fraud Trends

Payment Diversion / Mandate Fraud

- Invoice redirect / Friday afternoon fraud (urgency)

- Email request from supplier to change bank account 

details – especially following a high profile incident

- Supplier email hacked / spoofed / intercepted 

(malware)

- Follow up by phone where telephone number is 

spoofed

BEC / CEO Fraud

- Continuing trend

- Phishing an executive and gaining access to his 

mailbox / emailing employees from a domain 

name that’s very similar to the target’s domain 

name (but off by one or two characters). 

- Understand the target organisation’s 

management structure; spear phishing

- Urgency
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Spot the difference

info@companieshouse.gov.uk

john@redhousedevelopments.co.uk

jennifisher@gmail.co.uk

info@companieshouses.co.uk

john@redhousedevelopment.co.uk

jenniifisher@gmail.co.uk
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Examples of variations on well known charity domain names

Barnardo-uk.co.uk

Barnardosuk.co.uk

Barnardos-uk.co.uk

##

Barnardos.org.uk Shelter.org.uk Ageuk.org.uk NSPCC.org.uk

Shelteruk.co.uk

Shelter-uk.co.uk

Shelterfinance.co.uk 

Shelterfinanceteam.co.uk

Agesuk.co.uk

Ageuk.company

Ageuk.charity

Ageukcharity.co.uk

NSPCCcharity.co.uk

NSPCC.Charity

NSPCCcharity.org.uk
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SpoofTel

Spoofing telephone numbers

Spoofcard

 Choose a number to 

display whether caller ID 

or text

 Change your voice

 Add background noise

 Pay by cryptocurrency
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External fraud cases

Charity loses nearly £1m after sophisticated 

cyber fraud 1

• Red Kite Housing said that criminals 

“mimicked the domain and email details of 

known contacts that were providing 

services to Red Kite 

• Staff then failed to follow a two-stage 

process to verify changes to payments, 

meaning there was a “missed opportunity 

to shut the door before the money was 

taken. This is the part that upsets 

everyone involved.”

Meath Council targeted in ‘sophisticated’ 

cyber attack 2

• Impersonated the CEO of the county 

council, Jackie Maguire.

• Contacted a junior staff member, 

pretending to be the CEO and requested 

the transfer of 4.3 million euros to an 

account in Hong Kong.

1. https://www.civilsociety.co.uk/news/charity-loses-nearly-1m-after-sophisticated-cyber-fraud.html

2. https://www.independent.ie/irish-news/meath-council-targeted-in-sophisticated-43m-cyber-attack-35302575.html
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The Emerging Threat - Example 

1. https://www.wsj.com/articles/fraudsters-use-ai-to-mimic-ceos-voice-in-unusual-cybercrime-case-11567157402

AI voice 
technology 
used to mimic 
voice of CEO

Cybercriminals 
impersonated the 
voice of an energy 
company’s chief 
executive and 
demanded an 
urgent transfer of 
€220,0001

The CEO of the 
company reportedly 
thought he was 
speaking on the 
phone with the chief 
executive of the 
energy firm’s parent 
company, who asked 
him to send the 
money to a supplier in 
Hungary.

The person on the 
line made the 
request sound 
extremely urgent, 
saying the money 
needed to be 
transferred within 
an hour.
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External Fraud Prevention

Understand 

your risks 

(conduct risk 

assessments)

Training / 
Fraud 
Awareness

Ensure 
manageable 
process for all 
payment 
transactions 
(documentation
/additional 
authorisation) 

Static data 
change 
(including bank 
account) –
procedure to 
check via 
different 
channel

CEO Fraud Payment Diversion Fraud

Ensure policy 
adherence 
consider spot 
checks, 
assurance 
testing, regular 
audits.
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Internal fraud cases

Focus on insider fraud: research report - Charity Commission study April 2018

Who committed the insider fraud? 43% by an employee; 33% by a trustee; 10% by a volunteer; 10% ’other’; (4% did not 

answer this question)

What factors contributed to the fraud occurring? 43% of respondents suggested the prime factor was excessive trust or 

responsibility placed on one individual; 24% due to a lack of challenge or oversight; 24% due to either absence of 

controls or existing controls poorly applied ; 5% confirmed it was due to a combination of more than one factor; (4% did 

not answer this question)

Impact on charities Respondents highlighted consequences of insider fraud, which included:

detrimental impact on beneficiaries through reduced service provision ; loss of funding/income ; an adverse effect on 

the charity’s reputation ; damage to team/organisational morale ; in one case, the charity had to close as a result.

1. https://www.civilsociety.co.uk/news/charities-report-annual-fraud-losses-of-8m.html 

2. https://www.fraudadvisorypanel.org/wp-content/uploads/2020/06/Preventing-Charity-Fraud-Final-Oct19-1.pdf

Charities report annual fraud losses of £8m1

Employee fraud accounted for the highest level of fraud losses (£1.68m), followed by abuse of a 

position of trust (£1.63m)

Over half of charities hit by fraud knew the perpetrator2
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Common Employee Fraud Typologies

Expense fraud

False invoices

Payroll fraud

Alter bank account details to 

divert payments
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Internal Red Flags 

Controlling / protective of 

responsibilities, unwilling to 

share duties

Defensive / suspicious

Addiction problems

Living beyond means

Financial difficulties / 

complaint about inadequate 

pay / divorce or family 

problems

Close association with 

vendor / customer

Typical red flags

Not taking large amount of 

time off in a chunk – core 

leave. 

Still accessing systems 

remotely while on leave

Social isolation
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Cases

A charity finance manager has been jailed over a fraud to steal £170,000 using fake 

invoices from a London-based charity for vulnerable people. She used colleague’s email 

logins to transfer money from the charity’s accounts into personal bank accounts used by 

her and her son, and used fake invoices to create a paper trail. 

##

Charity finance 

manager jailed over 

£170k invoice fraud1

Former Red Cross 

manager jailed for 

£360k fraud2

Booth was the charity’s payroll manager when she began making payments that were 

apparently directed towards current and former employees of the charity but were 

actually going to accounts set up in her own name.

Hospice boss sentenced 

to jail for fraud3

Hospice boss sentenced 

to jail for fraud3

Booth was the charity’s payroll manager when she began making payments that were 

apparently directed towards current and former employees of the charity but were 

actually going to accounts set up in her own name.

The former chief executive of Butterwick Hospice has been sentenced to four years in 

jail after de-frauding the charity. Graham Leggatt-Chidgey spent over £91,000 on the 

company credit card on luxury hotels, restaurants, designer clothes, and jewellery. He 

has been ordered to pay back £141,000 to the charity.

1. https://www.dailymail.co.uk/news/article-7081661/Finance-manager-swindled-171-000-struggling-charity-jailed-four-half-years.html
2. https://www.thirdsector.co.uk/former-red-cross-manager-jailed-360k-fraud/finance/article/1442496
3. https://www.bbc.co.uk/news/uk-england-tees-48315341
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Cases

John Briers allegedly pocketed thousands of pounds after paying 60 cheques into his 

own account, awarding himself 11 unauthorised bonuses and 19 additional pension top-

ups.   

Concerns about Briers' suspicious activities were raised by a finance officer at the charity 

who was concerned about an invoice from an alleged architecture firm. Briers was found 

guilty of fraud and jailed for seven years

##

Former Age UK chief

executive stole over 

£700,000 from charity1

Charity fraud 

accountant who stole 

£47,000 ordered to 

repay £12

Kim Bruce stole cash from Cornwall-based Westcountry Rivers Trust and Exeter-based 

Libraries Unlimited. She used the money to pay off personal debts and used log-in 

details of other members of staff to cover her tracks. Bruce was given a suspended 

sentence after admitting five fraud charges and ordered to carry out unpaid 

community work. Bruce was also ordered to repay the nominal sum of £1

1. https://www.dailymail.co.uk/news/article-5767433/Greedy-Age-Concern-chief-57-stole-700-000.html
2. https://www.bbc.co.uk/news/uk-england-devon-55101469
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• Alert for new suppliers –
due diligence

• Employee vetting 
procedures

• Monitor changes in 
employee behaviour –
see red flags list

18

• Whistleblow facilities

• Monitoring and alerting 

of audit logs/transaction 

logs/access 

• Investigate budget 

anomalies

Internal Fraud Prevention

• Alert for new suppliers –
due diligence

• Employee vetting 
procedures

• Monitor changes in 
employee behaviour –
see red flags list

• Whistleblow facilities

• Monitoring and alerting 

of audit logs/transaction 

logs/access 

• Investigate budget 

anomalies

• Review of privileges / access 
controls (toxic 
combinations)

• Regular policy and 
procedure reviews

• Review fraud risk 
assessments where IT / 
procedure changes are 
implemented as well as on a 
periodic basis
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Thank You!


